26/01/2018 VirusTotal

E Search or scan a URL, IP address, domain, or file hash Q LT_‘ T Signin

2 engines detected this file

® SHA-256 a424b9528c9ba737f04as8b4ad2fd6e5c7fce0c8bfc138b66423ea9affe5d825f
EXE File name ivdksetupnet.exe
File size 22.89 MB
Last analysis  2018-01-26 08:49:02 UTC
Detection Details Community
Baidu A Win32.Trojan.WisdomEyes.16070401.9500.9979
TrendMicro-HouseCall A\ 5vspiciF8FC28De
Ad-Aware 0 Clean
AegisLab Q Clean
AhnLab-v3 & Clean
ALYac & Clean
Antiy-AVL & Clean
Arcabit Q Clean
Avast
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Avira

AVware
BitDefender
Bkav
CAT-QuickHeal
ClamAvV

CMC

Comodo

CrowdStrike Falcon

Cybereason
Cylance
Cyren
DrWeb
eGambit

Emsisoft
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eScan
ESET-NOD32
F-Prot
Fortinet
GData

Ikarus
Jiangmin
K7AntiVirus
K7GW
Kaspersky
Kingsoft
Malwarebytes
MAX

McAfee
McAfee-GW-Edition

Microsoft
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VirusTotal

Search or scan a URL, IP address, domain, or file hash Q LT_‘ T Signin

o
EXE

Detection

Basic Properties ©

MD5

SHA-1
Authentihash
Imphash

File Type
Magic
SSDeep

TRiD

File Size

2 engines detected this file

SHA-256 a424b9528c9ba737f04a8b4ad2fd6e5c7fce0c8bfc138b66423ea9aff85d825f
File name ivdksetupnet.exe
File size 22.89 MB

Lastanalysis  2018-01-26 08:49:02 UTC

Details Community

><

61f68774a75edf1315f8b13cb1b3b73b

eafbbbf2cc51f81fffcOc65ac183792a340d5761
44deb3d27fc85c91b7e5269a933d40c506b65bc553ca3d60187d227e314dc643
32f3282581436269b3a75b6675fe3e08

Win32 EXE

PE32 executable for MS Windows (GUI) Intel 80386 32-bit
393216:294pMT+rAbcg35adwW5+QjRU4ZeDrKldsjPITOq2rqT94kwrc8/5+W/OHud:M8cg3UdZ5FRLKDrQKjPIP20

Win32 Executable MS Visual C++ (generic) (42.2%)
Win64 Executable (generic) (37.3%)

Win32 Dynamic Link Library (generic) (8.8%)
Win32 Executable (generic) (6%)

Generic Win/DOS Executable (2.7%)

22.89 MB

https://www.virustotal.com/#/file/a424b9528c9ba737f04a8b4ad2fd6e5c7fce0c8bfc138b66423ea9aff85d825f/details 1/6
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History ©

Creation Time
First Submission
Last Submission
Last Analysis

File Names ©

ivdksetupnet.exe

Packers ©

F-PROT NSIS, appended, UTF-8, Unicode

2012-02-24 19:19:59
2018-01-26 08:49:02
2018-01-26 08:49:02
2018-01-26 08:49:02

Signature Info ©

Signature Verification

This file is not signed

File Version Information

Copyright © IVDK

Product WinAlldat Net

Description WinAlldat Net 2.0

File Version 2.0.1.7
https://www.virustotal.com/#/file/a424b9528c9ba737f04a8b4ad2fd6e5c7fce0c8bfc138b66423eadaff85d825f/details
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Portable Executable Info ®

Header

Target Machine
Compilation Timestamp
Entry Point

Contained Sections

Sections
Name Virtual Address
text 4096
.rdata 32768
.data 45056
.ndata 471040
.rsrc 1179648
.reloc 1187840
Imports
ADVAPI32.dIl
COMCTL32.dll
GDI32.dll
KERNEL32.dll

SHELL32.dIl
USER32.dIl

VirusTotal

Intel 386 or later processors and compatible processors

2012-02-24 19:19:59

14819
6

Virtual Size

28432

10898

425660

708608

6080

3978

Raw Size

28672

11264

512

0

6144

4096

Entropy
6.5
4.39

1.47

3.93

6.32

https://www.virustotal.com/#/file/a424b9528c9ba737f04a8b4ad2fd6e5c7fce0c8bfc138b66423eadaff85d825f/details

MD5
f569e353af0ed51bf4c216faad9bed4e7
91eee43954e068e650f7b73a8b0e6915
db9f7acbf1c3ddfe255077b699955dfa
d41d8cd98f00b204e9800998ecf8427e
ff92143eea2f58dd03aa98c0e2358665

fedcca299bf8b3cfebce0605e9448a24
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Contained Resources By Type
RT DIALOG 6
RT VERSION 1
RT MANIFEST 1
RT ICON 1
RT GROUP ICON 1

v

Contained Resources By Language

ENGLISH US 10

GERMAN 1
Contained Resources
SHA-256

0e90a9e4b8f3a5bf990e8aadfd8096ad7aeaf1a4e032ac7b6395ce191d61c142
cf2b1cf7fd125b91f16b1edea04af3e9c751a324f012a82ef4e85d4bb26ff2¢5

9693f4aba172cd6d26e26a4e9ac919308a7e4bb9cff078461c5448deddcad4fd
a3377a3d56ba36b0f61dbeale2cf226a8db66845ea4c510efb12773819b3f1f4

5d0e21290f7bac778d3642dfce3c646bad1409f404725cef6e6f4e01b7705385

v

Exif Tool File Metadata ©

CharacterSet Windows, Latin1

https://www.virustotal.com/#/file/a424b9528c9ba737f04a8b4ad2fd6e5c7fce0c8bfc138b66423eadaff85d825f/details

File Type
data
data
data
data

data

Type
RT_BITMAP
RT_ICON
RT_DIALOG
RT_DIALOG

RT_DIALOG

Language

ENGLISH US
ENGLISH US
ENGLISH US
ENGLISH US

ENGLISH US
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4/6



26/01/2018

2]

LUIIIIJdIIyNdIIIE
EntryPoint
FileDescription
FileFlagsMask
FileOS

FileSubtype
FileType
FileTypeExtension
FileVersion
FileVersionNumber
ImageVersion
InitializedDataSize
LanguageCode
LegalCopyright
LegalTrademarks
LinkerVersion
MIMEType
MachineType
OSVersion
ObjectFileType
PEType
ProductName
ProductVersionNumber
Subsystem
SubsystemVersion
TimeStamp
UninitializedDataSize

VirusTotal

Ivon

0x39e3

WinAlldat Net 2.0

0x0000

Win32

0]

Win32 EXE

exe

2.0.1.7

2.01.7

6.0

445952

German

IVDK

This Application is a trademark of IVDK
10.0
application/octet-stream
Intel 386 or later, and compatibles
5.0

Executable application
PE32

WinAlldat Net

2.0.1.7

Windows GUI

5.0

2012:02:24 20:19:59+01:00
16896

https://www.virustotal.com/#/file/a424b9528c9ba737f04a8b4ad2fd6e5c7fce0c8bfc138b66423eadaff85d825f/details
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